Appendix A: GA HMIS End User Participation Agreement

GA HMIS
End User Participation Agreement

Agency Name (Please Print):

User Name (Please Print):

In this End User Participation Agreement, “Agency” refers to the agency named above. Agency recognizes the privacy of client
needs in the design and management of the Georgia HMIS (“GA HMIS”). These include both the need to continually improve
the quality of homeless and housing services with the goal of eliminating homelessness in our community, and the need to
vigilantly maintain client confidentiality, treating the personal data of our most vulnerable populations with respect and care.

GA HMIS End Users (“Users”) have a moral and a legal obligation to ensure that the data is being collected, stored, accessed
and used appropriately. It is also the responsibility of each User to ensure that client data is only used for the purposes for
which it was collected. Proper user training; compliance with the terms and conditions as stated in the User Agreement, and
the GA HMIS Privacy Policy.

Relevant points regarding client confidentiality include:

o Aclient consent form must be signed by each client whose data is shared with a GA HMIS participating agency via
the GA HMIS system. Users may not share client data with other GA HMIS participating agencies via the GA HMIS
system without obtaining this written permission from the client.

e Client consent may be revoked by that client at any time by completing the GA HMIS Client Consent to Share
Revocation Form at any GA HMIS participating agency.

e No client may be denied services for failure to provide consent for GA HMIS data sharing or collection.

e  With the exception of case notes, Clients have a right to inspect, receive a copy of, and request changes to their GA
HMIS records.

e  Users will maintain GA HMIS data in such a way as to protect the identity of clients from further participating agencies,
individuals or entities.

e Any User failing to protect client confidentiality as set forth in this User Agreement and the GA HMIS Privacy Policy,
may be denied access to the GA HMIS.

I have received and read a copy of the GA HMIS End User Participation Agreement, the GA HMIS Privacy Policy, and the GA
HMIS Policies and Procedures Manual and affirm the following:

1. | have received GA HMIS Privacy Policy.

2. | have read and will abide by the terms of the GA HMIS User Agreement, the GA HMIS Privacy Policy and the GA
HMIS Policies and Procedures Manual.

3. I will maintain the confidentiality of client data in the GA HMIS as outlined above and as outlined in the User
Agreement, the GA HMIS Privacy Policy, and the GA HMIS Policies and Procedures Manual.

4, I will only collect, enter, and extract data in the GA HMIS relevant to the delivery of services to homeless, at risk

of becoming homeless, and formerly homeless people experiencing a crisis in our community.

User Signature Date
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Due to the sensitive nature of the data stored in GA HMIS, each User is required to be trained in Privacy, Security and
Confidentiality practices and End User Onboarding Training prior to being allowed access. These trainings are recorded and
updated as necessary, and posted to http://www.dca.ga.gov/housing/specialneeds/programs/hmis.asp. Additionally, users will
be able to find the training calendar which lists the availability of any live training, videos and webinars along with registration
information.

To ensure that each user has been trained, GA HMIS staff tracks training attendance. Users who have not yet attended
mandatory training are not permitted access to the system. GA HMIS staff realizes that in some cases, a user may need to be
able to be trained quickly so as not to adversely affect their agency’s ability to utilize GA HMIS. In the event a training is not
offered and presents an undue hardship on a participating Agency that has limited staffing and was forced to wait for training.
In these cases, new users may be trained by their respective GA HMIS CoC Admin (or designated Representative). The CoC
Admin or designated Representative may use any materials posted by GA HMIS staff on
http://www.dca.ga.gov/housing/specialneeds/programs/hmis.asp to assist them in providing a complete training consisting of
Privacy, Security and Confidentiality, and system use appropriate with the user’s needed access level. If the CoC Admin (or
designated Representative needs to provide training in the stead of GA HMIS staff, the user’s account will not be activated until
the CoC Admin (or designated Representative completes this form and certifies that the user has been trained. Please note
that the CoC Admin (or designated Representative does not need to complete this form for any users trained directly by GA
HMIS staff or System Admin. Additionally, the CoC Admin (or designated Representative may only be trained by GA HMIS staff
directly or by the System Admin. HMIS Lead users may only be trained by GA HMIS staff or System Admin staff.

Signature, User Date

| authorize, as the Executive Director (or Designee) the aforementioned User to have access to the HMIS system
for this designated agency.

Signature, Executive Director (or Designee) Date

| certify the aforementioned User has completed the required trainings necessary to access the HMIS system
(complete if applicable).

Training completed Date
Training completed Date
Signature, CoC Admin (or Designee) Date
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http://www.dca.ga.gov/housing/specialneeds/programs/hmis.asp

